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Y crarti po3riANaEThCS Cy4acHHH CTAaH Ta KPUMIHAJNICTUYHI AacleKTH MPOTHAIiIHTepHET-
nraxpaicty.JlochiKyOTbCS CTATUCTHYHI JaHi MO0 TAKUX 3JI0YMHHUX TPOSBIB y CBITi, BKa3yIOThCS CIOCO-
Ou iHTepHeT-mIaxpaiicTBa, HOTo XapaKTepHI PHCH, 3a3HAYalOThCS CIICNiaNbHI OpraHizamii, sKi 3alfMaloThCs
PI3HUMHM acTeKTaMH NPOTHII] iHTepHeT-MaxpaiicTBy, y TOMY YHCII 1 PEeeCTpami€lo ckapr Ha 3JI09MHHI Aif iH-
TEpHET CNPSIMYBAHHS y PI3HUX JIep)KaBax CBITY, PO3KPHUBAIOTHCS OCHOBHI HANPSIMKH NPOTUAIT I[bOMY 3JI0YHH-
HOMY JIISTHHIO.

Knrouogi cnosa: inTepHeT-1axpaicTBo, 31104HH, CIIOCOOH, IPOTHIS, iHpopManiiiHa Oe3reka, chepa Bu-
COKHMX TEXHOJIOTIH.

Po3BuTOK Ta iHTEHCHBHE BIPOBAKEHHS Cyd4acHUX 1HPOPMAaIiHHAX TEXHOJOTIH B Pi-
3HHX cdepax KUTTEMISITBHOCTI 00YMOBIIOE 3POCTAHHS 3JIOYMHHHUX MPOSBIB B HHX, IO
MIPEJICTaBIISIE qyKe Cepio3Hy 3arpo3y SK Il EKOHOMIKH, Tak 1 s iHGopmariiinoi 6e3rme-
KU JIp’KaBH, CKJIAJI0BOT HalllOHAIBHOT Oe3neku. OCco0IMBO 1€ BiUyBAEThCS 3 TPUETHAH-
HSIM 10 MDKHApOJHHUX CHCTEM TeJCKOMYHIKamlii Ta MiABUIIEHHS 1HTENEKTYalbHOTO PiBHS
3JI0BMUCHHMKIB, SIKI 4epe3 Mepexy IHTepHeT OTpUMYIOTh JOCTYI 10 KOMIT IOTepHOI iH(pO-
pMartii. BucokoTexHoOTiuHI 3JI09MHE HaOyBarOTh yce OiBIN OpraHi30BaHOTO, TPaHCHA-
nioHaneHOTO Xapakrepy [1, c. 106].

[IpoGiiema 60pOTHOM 3 BUCOKOTEXHOJOTIYHUM IIaXPaiicTBOM OCOOJIMBO TOCTPO CTO-
iTh B 6aHKIBCBHKIN cdepi, TENEKOMYHIKaIIAX, PUTEHII1, IeKTPOHHIH TOPTiBIIL.

KosxHa 3 opranizaniii nux raimy3el peryysipHO 3yCTpI4a€eThbcs 31 CipoOaMu HE3aKOH-
HOTO OJEp>KaHHS I'POILICH, TOBapiB a0 MOCIYT LUISIXOM BHUKOPHCTaHHS ypa3iIMBOCTEH B
AaBTOMATH30BaHUX cHCTeMax a0o oOMaHy KIIE€HTIB 1 00CIyroByrouoro nepconany. Kpim
MOCTAaYaJIbHUKIB TOCIYT, BiJI JIii KibepiiaxpaiB CTpaKJIar0Th KIIIEHTH OaHKIB, TUIATIKHUX
CUCTEM, KOPUCTYBadi Tesie()OHHUX Mepex 1 [HTepHeT, cepBiciB eNeKTPOHHOI i MOOITEHOT
koMepIrii. OkpeMy 3aKJIOTOTaHICTh Oi3HEC-CIIBTOBAPHCTBA BHKJIMKAE MpobOIeMa BHYTPI-
HIHBOTO MIaXpaiicTBa i 3JI0B)KUBaHb, SIKa IPUBOJUTH JI0 ICTOTHUX (PiIHAHCOBUX BTPAT KOM-
naHii. 3pocTaroumii 30MTOK BiA Jiil 30BHIMIHIX 1 BHYTPILIHIX IIaxpaiB CTBOPIOE MOTPO3Y
PO3BUTKY HOBHUX NEPCIEKTUBHUX CEKTOPIB PUHKY €IEKTPOHHUX IOCIYT, TAJIbMY€ BIPOBa-
JOKCHHS IHHOBAILlI B €KOHOMIKY ¥ Jiep)KaBHE yIPaBIIHHSL.

KpiMm TOro, 3aXOruieHHs: OHJIAiH i MOOLTLHIUM OAHKIHTOM OOXOIMTHCS yCE JOPOXKYe.
3a maHuMu YKpaiHChKOI MiKOaHKIBCHKOI acormiarlii wieHiB ruatixHux cucteM (EMA),
KUTBKICTh MaxpalChKuX Mi B YKpaiHi i3 miaTikHuMu KapTkamu B [aTepreTi 3a 2012 pik
3pocna BTpudi. TibKM BHACHIIOK MaxiHamiil y cuctemi "kiieHTOaHK" (iHycTaHOBHTA IX
KITieHTH BTpaTiiau 116 MiH. TpH. 75% X KOIITIB BAanocs moBepHyTH. ToOTO ymcTi 30H-
TKH cKJyanu rnopsakoM 30 MutH. TpH. Y mijioMy, 3a CTATUCTUYHUMH JaHnMHU HarionanspHo-
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ro 6aHky YkpaiHu, 3arajibHa KiJIbKICTh MaxpalChbKUX Orepaiiil 3 0aHKIBCbKUMH KapTaMu
B 2012 poi 3pocna B nopiBHsiHHI 3 2011 pokom Ha 47 %, a oOcsr BTpaT Kii€HTiB - Ha 20
% [2].

3a nenoBHUX 2 Micsg 2013 poky Bxke 3adikcoBano 23 BUMAAKN HECAHKIIIOHOBAHOTO
cnucanHsg KowrTiB (12,5 MiNbHOHIB IPUBEHB) 3 paXyHKIB MiAMPUEMCTB y PE3yJIbTaTi BTPY-
JaHHS B POOOTY CHCTEM BiIIaIeHOTO O0OCITyTOBYBaHHS KIi€HTIB. [IpaBOOXOpOHHUM opra-
HaMm, SIKi TICHO CHiBIPAIiooTh i3 JlepkdiHMOHITOpHHTOMTa OaHKaMU, BIATOCS PO3KPUTH
15 31m0YMHIB Ta MOBEPHYTH BIacHUKaM Maiike 9,2 MibiHOHN IpuUBeHb [3].

Taxa x curyariis i B Pociticekiit @enepartii. Tak, 3a qanHnMuHavanpHIKabOpO crierri-
anpHUX TexHIvHUX 3ax0aiB MBC PociiO.M. MomkoBa, siki BiH onprtogans Ha [11 Mix-
HaponHiikongpepenuii «boppba ¢ MomeHHHYecTBOM B cepe BBICOKHX TEXHOJOTHH.
[Ipodunaktuka n nmporuBoxaerictBue» (AntifraudRussia 2012) y mucromani 2012 poxy, 3a
9 wmicsmi 2012 poxy B Pocii KiTbKicTh po3KpagaHb KOIITIB, 3pOOJICHUX 3 BUKOPUCTAHHIM
KOMITIOTEPHUX 1 TEIEKOMYHIKalliHHUX TEXHOJOTiH 3pocna Ha 60%. JlizepoM 3a Temmamu
3pOCTy € MIaxXpaicTBa 3 BUKOPUCTAHHSAM OAaHKIBCHKHMX KapT, TSHJCHIliS 10 30UIbIICHHS X
YHCIIa CTIOCTEPITAE€THCS Y CBITI MPOTATOM JAEKUIBKOX OCTaHHIX pOKiB[4].

B 2012 poui yyacHuku OpUTaHCBHKOI OaraTorany3eBoianTippon- acomianii CIFAS 3a-
¢ikcyBanu 6mu3pKo 250 THC. BUNAAKIB MIaxpaicTBa - peKOpAHE YHCIo, ke Ha 5% mepe-
BHUILMJIO MONEPEIHIN MOKA3HUK.

3rimHo 3i craructukoro CIFAS, monoBuHy BUTIAAKIB IMaXpaicTB Ha TepuTopii Bemu-
koOpuTaHii cranoBuTh IdentityFraud - oOMaH, 110 BUMHSETBCS BiJl iMEHI 3aKOHHOTO KOpH-
cTyBava abo Buramanoi ocoou. KimbkicTs Takux iHmumeHTiB y 2012 porri 301mbIHIIach Ha
9%. Binpin HiX y mBTOpa pa3u 3pocio YUCIO BUIA/IKIB BUKpajcHHs akkayHTiB (Facility-
TakeoverFraud) - 37ifiCHEeHHsI HE3aKOHHOIO JIOCTYITY 70 OOJIIKOBOTO 3arucy W BUKOpHUC-
TaHHS 00 3 METOI0 BYMHEHHS Iaxparickkux aii. Kimekicts xepts IdentityFraud i Take-
overFraud y cykymHocTi 30imbImmiaach 3a pik Ha 24%[5].

B3arani, 3riHo 3 OLiHKaMH eKCIepTiB €Bpocoro3y, 30MTOK BiJl AisNTBHOCTI Kibep3io-
yuHIIB TiBKH y 2011 pomi ckias 388 minbsipaiB monapis CLIA. YKepTBamu 3710BMHUCHU-
KiB ctamu Ourem 430 MimbHOHIB Momel. 3HaYHA YacTHHA MUX 30MTKIB OyJia 3armomisHa
came B pe3yJibTaTi MmaxpacbKux aii [4].

JlocniaKyroun MUTaHHs PO3BUTKY [HTepHeT-1axpaiictBa y cepi BUCOKUX TEXHOJO-
Tif, MU MOYKEMO 3a3HAYUTH, 110 HAHOUIBIIOTO MOIMMPEHHS OCTAHHIM YacoM Ha0ynu Ha-
CTYHHI criocoOu [HTepHeT-1axpaiicTsa:

1) ¢immHr Ta HOro pi3HOBUAM: BIIIMHT Ta CMILLIUHT;

2) maxpaicTBO i3 IUIATIKHUMH IJIAaCTHKOBUMHU KapTKaMH,

3) maxpaicTBO Mpu KOPUCTYBaHHI MOOITEHUMH TenedoHaMu, 30KpeMa, IpH 3JiHc-
HEHHI IJIATEXKIB 3a JOMOMOTror0 premium-SMS.

Kpim Toro, cmix 3a3raunty, mo B 2012 porti B YkpaiHi 3'SBHINCS i HOBI BUAW BHUCO-
KOTEXHOJIOTIYHOTO MraxpaiictBa. OnuH 3 HUX - Tak 3BaHui TransactionReversalFraud
(TRF), Bigommii Takox sik cashtrapping. CyTh cXeMH HpocTa: LIaxpail 3amuTye BUAAUY
TOTIBKM TIO CBOIM KapTIi, aje OJHOYACHO 3aBa)kae OAHKOMATy BHUKOHATH CTaHIapTHHUN
AJTOPHUTM TI0 BHIAUi TOTIBKU. bankomaT mpuiiMae cUTyaIiro 3a 30iif, Mpo 10 HATXOIUTh
BifmoBigHa iH(opMalis B 6aHk (reversal), Ta rpoii 3 paxyHKy HIaxpas HE CIHCYIOTHCS.
TuM yacoMm 3J104MHEL> IPUMYCOBO 3a0Mpa€ 3aUTyBaHy CyMy 3 OaHKOMATy, 3aCTOCOBYIO-
YU CHeIiabHe MexaHidHe oOmamHaHHsa. [lokn B Hammiit kpaiHi 3adikcoBaHO MOPIBHSHO
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HebOaraTo BunajkiB cashtrapping. Onnak (iHAaHCUCTH MOOOIOIOTHCS, IO HIaxpai MOYHYTh
JUSATH 3 OLIBIIAM po3MaxoM [2].

Kpim Toro, B 2012 porti ykpaiHChKi OaHKH 31iIITOBXHYJIUCS 3 MAaCOBUM BIIPOBAJ[KCH-
HSM HIKiTTHBOTO TPOTPaMHOTO 3abe3mneueHHs cimeiictBa Carberp Ha momamHi i po6odi
KOMIT'IOTepH/00JIaIHaHHI BIACHUKIB TNATHKHUX KapT. OCHOBHE MPU3HAYEHHS LUX BipycCiB
- KpanbKka i mepemada peKBi3UTIB IUIATDKHUX KapT i3 iH(PIKOBAHOTO KOMII'TOTEpa KOpHC-
TyBada (BJIaCHUKA IUIATIXKHOI KapTH) Ha cepBep IIaxpais.

Jo HalO1bII XapaKTepPHUX PUC IHTEPHET-IIaXpaiicTBa MOKHA BiTHECTH HACTYIIHI:

1. Bce Oinbplla AMHAMIYHICTH IHTEPHET-IIAXPAHCTBA Ta CTPYKTYPOBAHICTh 3JIOYHH-
HICTh 00’ €IHaHb, SAKi 3aiiMAIOTHCS JaHUM BHIOM 3JIOYMHHUX IMOcsATaHb. KpiM Toro, meski
37I0YMHHI 00’ €IHAHHS MOXKYTh MaTl TUMYACOBUI XapakTep, HalpHUKIad, [UIsl 3A1HCHeHHS
OJIHI€T HE3aKOHHOI Orllepallii, 10 BYMHSAETHCS PI3HUMHU ocobamMu ab0 yrpymyBaHHSIMH B
KUTBKOX KpaiHax

2. BHCOKHH piBEHb JIATEHTHOCTI, KWK J03BOJISIE OTPUMYBATH BEIMKi 3JI0YMHHI J0-
XOAM 3 MiHIMQJIBHUM PHU3MKOM BUKPHTTS Ta IIPOBOKYE 0 BUMHEHHS HOBHX BUIIB 3JI0YH-
HiB. [IpyumMH TaTEHTHOCTI JEKiTbKa, OCHOBHUMH Cepejl SIKUX, Ha JYMKY €KCIEpTiB, € He-
Oa)kaHHs MPUBATHOTO CEKTOpa iHPOPMYyBATH MPO Taki 3MOYMHU Yepe3 HEAOBIpYy 10 MoTe-
HIIHUX MOXIJIUBOCTEH MPAaBOOXOPOHHUX OpraHiB i HeOaKaHHIBU3HATH CIa0Ki Miclsl CBO-
ix cucrem Oe€3MeKH, a TAKOXX — BIJICYTHICTPHAJIC)KHOI CHCTEMH MOHITOPUHIY IPaBOOXO-
POHHHMH OpraHaMH MEPEX 3arajibHOTO KOPUCTYBAHHS CyO’€KTIB TOCTIOAAPCHKOT AisLITEHO-
CTi, III0 HA/IAtOTh iH(GOPMAITiiTHI TOCITYTH;

3. KOMIT'IOTepHA 3JIOYMHHICTE yce JacTime Ha0yBae 03HAK TPaHCKOPAOHHOCTI. Bin-
KPHUTICTh TT00abHUX 1HPOPMALIHHUX MEpeX HaJae MOXIHMBICTH 3JIOYHHIIM BHOMpATH
TaKy IOPUCIOMKIIIO, SIKa BIANOBIAa€ IXHIM 3JIOYMHHUM LIIM. A came, IpaBOMOPYLIHUKH
MOKYTh BUOHMpATH Ti KpaiHH, JIe iICHYIOTh MPUBAOINBI YMOBH IS IPOTHIIPABHUX [IiH, SKi
3TIIHO 3 BHYTPINTHIM 3aKOHOJABCTBOM HE IIAMANAIOTh M KPUMiHAJIBHY BiIIOBITaTh-
HICTb, UM BIICYTHI creniaiizoBaHi migpo3aiim no 60poTs0di 3 KOMII IOTEPHOIO 3JI0YHHHIC-
TIO B3araii, TalHTepHeT-1maxpaiicTBOM, 30KpeMa;

4. TpemMeToM KOMIT IOTEPHOTrO MaxpalicTBa CTalOTh MpaBa Ha 00 €KTH BIIACHOCTI
(HEepyXOMICTb, IiHHI Manepu, iHIIi aKTHBH);

5. migBUIIYIOThCS MpodeciiHi HABUYKHM 1 TEXHIYHA 3a0€3ICUCHICTh 3JIOYUHIIB. [H-
(hopmartist IOI0 PEKBI3UTIB (TIEPCOHANBHIX JAHUX) CTOPOHHIX OCIO MPUBIACHIOETHCS 3a
JIOTIOMOT'OI0 METO/IIB 1 3ac00iB COLIOIHKEHEePil Ta crenianbHO PO3POOICHUX TPOrpaM st
HE3aKOHHOTO BTPYYaHHS A0 KOMII FOTEPiB, CHCTEM, KOMII IOTEPHHX MEPEX 1 eJeKT-
po3B’s3Ky. Y Mepexi IHTepHET pO3MOBCIOKYIOTHCS IHCTPYMEHTH IS 3IiHCHEHHS
KOMII FOTEpHHUX aTaK, ICHYIOTh CHEIialbHI MPOTrpaMH, 10 aTaKyIOTh KOMIT IOTEpHI CHCTe-
MU 1 MEpexki 3 METOI0 HE3aKOHHOTO JIOCTYITy J10 KOMIT IOTepHOI iH(popMaLii Ta OTpUMaHHS
MO>KITUBOCTI KepyBaTH KOMII FOTEPHOIO CHCTEMOIO;

Taxk, 3a noBigoMieHHsIMU Tipec-LieHTpY City)kOu Oe3rnekn YKpaiHu, OCTaHHIM 4acoM B
[aTepHeTi 3’sIBHIach HOBA IIaXpalchbKa cXeMa, sika TIPOTATOM OCTaHHiX micauiB 2012 p. —
ouatky 2013 p. Oymna 3actocoBaHa OibII HiX B 13 KpaiHax CBiTYy, y TOMY 4ucCli i B YKpai-
Hi. 3rigHO HamaHoi iHpopMaIii, 3TOBMUCHUKH MONTHPIOIOTEH IKIUTMBUI MPOTpaMHUH 3a-
ci6 Trojan, sikuit O10Kye poboTy omnepauiitnoi cucremu Windows, pu LBOMY Ha MOHITOP
YPaXEHOI'0 KOMH'IOTEpa BUBOJUTHCS ITOBIOMIICHHS MPO 11 OJIOKYyBaHHS NPaBOOXOPOHHH-
MH OpraHaMiy 3a HeJeTaJbHY iSUIbHICTh KOPHCTyBada (BUKOPHCTAHHS HENINEH31HHOTO
OporpaMHOro 3a0e3neueHHs, BiIBiAyBaHHS MOPHOCAUTIB i T.N.) 3 BUMOT'OI MEPEIiYUTH
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IpOIlli Ha €JIEKTPOHHI ramaHii. TuM Ouble, 110, 3 METOK MCHUXOJIOTIYHOIO BIUIUBY Ha
KOpHUCTYBauiB, PAaBOMOPYIIHUKH BUKOPHCTOBYIOTH O¢iniiini orotunu Ciry:x0m Oe3nexu
VYkpainu, HaMaralouuchb CTBOPUTH B TPOMAJSIH BPOKEHHS, 110 1X MporpaMHe 3a0e3IeyueH-
Hs OJIOKy€E crerciryx0a [6].

3BiCHO, IO cIjlaTa KOLITIB 33 3a3HAaYEHUMHM 3JIOBMUCHHMKAMHU PEKBI3UTaMM HE MPH3-
BOJAUTH 1O PO30JIOKYBaHHS KOMII'IOTepa.

6. cepeloBHUINEM BYMHEHHS KOMIT IOTEPHUX 3JI0YMHIB CTAalOTh TNI00aibHI iH(OpMa-
HiiiHi Mepexi, Ae Bce OnblIoro odcsry HaOyBae BUKOPUCTAHHS €JIEKTPOHHUX TUIATIKHUX
CUCTEM IIPH MIaXpaliCcTBaX Ta y MpoIlieci «BiaMuBaHHsD» komTiB [1, ¢. 107-108].
Crenudika mpodieMu IPOTHIIT KOMIT IOTePHIH 3JIOYMHHOCTI B3arai, Ta KOMIT IOTEPHOMY
HIaxpaicTBy, 30KpeMa,Ha JAyMKYy OaraTboxX eKCIepTiB, 00yMOBIIEHa HACTYMHUMH OCHOB-
HUMH (aKTOpaMu:

- HEJOCTATHIM YCBIJOMJICHHSM MOXUIMBHX MOJITHYHUX, KOHOMIYHUX, MOPAIFHUX Ta
OPUINYHHUX HACIIIKIB KOMIT FOTEPHUX 3JI0UHHIB;

- CJaOKICTIO KOOPIWHAIIT JiHi 10 OOPOTHOI 3 TAKUMHY 3JI0YMHAMHU PABOOXOPOHHUX Op-
raHiB, CyJy, NPOKYpPaTypH Ta HEJIOCTATHHOIO MiJTOTOBJICHICTIO X KaJPOBOTO CKIAIY IO
e(eKTHBHOTO MOIEPEIKECHHS, BUSBICHHS Ta PO3CIIiJyBaHHs TaKUX 3J0YMHIB;

- Cepio3HMM BiACTaBaHHSAM BITYM3HAHOI 1HAYCTpii pO3poOKH, BIPOBAIKEHHS 3ac00iB i
TEXHOJIOT1i iH(hopMaTH3allii Ta iHpopMaIiiiHOi Oe3MeKH B pO3BHHYTHX KpaiH cBity [1, c.
106].

HeoOxinHO 3a3Ha4MTH, 110 HA CHOTOJHIIIHIA JIEHbh Y CBITI BXKE CTBOpPEHI CHelialbHi
opranizaiiii, SKi 3aliMarOTECS PI3HAMHE aclieKTaMHu 00pOoThOH 13 [HTepHET-ImaxpaicTBOM, y
TOMY YHCJIi 1 peecTpaii€ro CKapr Ha 3JI049MHHI aii [HTepHeT crpsiMyBaHHS.

Tak, Hanpuknan, y BenmukoOputanii — ne HamionansHuil miaposain mo 60poTs0i 3i
3mouynHaMu y cdepi Bucokux TexHonorii KopomiBcrBa BennkoOpuranii (National High-
Tech Crime Unit).

B Pocitickkiit deneparii — e bropo crienianpaux TexHivanx 3axois MBC Pocii, 1o
CTPYKTYpH AKOTO yBiduIo Ynpasiiaas «K». CboroaHi MisUTbHICTE IBOTO IiAPO3/LUTy Ha-
MpaBlieHa Ha MPUITMHEHHS HaWPi3HOMAaHITHIIINX BUIB MPOTHUIIPABHUX MifHB, 1, B MEPITy
4yepry, 3J04MHIB y cdepi iHPOpMaIiHUX TEXHOJOTIM — TakuX SIK 3J0YMHH Y cdepi
KOMIT I0TepHO1 iH(opMallii, eJIeKTpOHHE MaxpalcTBo 1 T.iH.

Kpim Toro, B Pociiicekitt denepartii mie « ABTOHOMHas HEKOMMEpUECKash OpTaHm3a-
st "LenTp pearmpoBanus Ha KoMnbioTepHble MHIUACHTH"» a60 «RU-CERT (Russian
Computer Emergency Response Team)». RU-CERT Bxoguth 10 ckiagy Mi>KHApOJHHX
o6'eqnans CSIRT/CERT wnentpiB (FIRST, Trusted Introducer), ocHOBHUM 3aBIaHHSIM
SIKUX € 3HIDKSHHS PiBHS 3arpo3 iHpopMaliiitHol Oe3nexu Juist koprctysadi [HTeprer [7].

B Cnonyuenux mratax Amepuku - ne Internet Crime Complaint Center - 1C3. 1C3
nmie y TicHIM cmiBmpari 3 LleHTpoM mociimKeHHS O1TOBOPOTHHYKOBOI 3JIOYMHHOCTI
(NationalWhiteCollarCrimeCenter -NW3C), 3 ®exnepaibHuM OHOpO PO3CIIiyBaHHS
(theFederalBureauoflnvestigation - FBI) Ta 3 Bropo ropuan4Hoi fonomMoru nenapTraMeHty
IOctumii CIHA (BureauofJusticeAssistance - BJA) [8]. Jlns xkoHTpoiro 3a HisIBHICTIO
MpoBaiiiepiB Ta KOPUCTYBadiB y Mepexi [aTepHeT y posnopsmkerri OBP Takox icHye
cucrema Carnivore.

Kpim Ttoro, y cxmani MinictepctBa ¢inanciB CIIA nie Cexperna cmyxba CIIA
(USSecretService), sika MPOBOAUTH PO3CIiAyBaHHS (iHAHCOBUX 3JIOYMHIB 32 TphOMa Ha-
MpsIMaMu:

281



Iumepuem waxpaiicmso: peanii cyyacnocmi ma...

- 3JI0YMHU TPOTH (IHAHCOBOI CUCTEMH (3JIOYMHHU TPOTH (IHAHCOBUX yCTAHOB
(baHKiBCBHKE IIAXPalCTBO), MAXPaCTBO 3 BUKOPUCTAHHIM €JIEKTPOHHHUX 3aC001B A0OCTYILy
(KpeIuTHUX KapTOK), BIIMUBaHHS TPOIIIEi);

- 3JI0YMHU 3 BUKOPUCTAHHSM €JIEKTPOHHOI anapaTypH (KOMI'FOTEpHE maxpaic-
TBO, IIAXPaiiCTBO NPOTHU TeIeHOHHNUX KOMIaHii);

- maxpaicTBa MPOTH JAepKaBHUX (HIHAHCOBUX TporpaMm (3000B’s3aHHS Ka3Ha-
yeiicrBa CIIIA, maxiHalii 3 eJIEeKTPOHHUM TIepEKa3oM I'POIIOBUX KOIITIB, 1HII MaxiHarii).

B VkpaiHi Takox CTBOpEeHO €eKTHBHY HalliOHAJIbHY CUCTEMY OOPOTHOH 13 TPaBOIMO-
pyueHHsME B chepi iHpOopMaIiHHO-TEIeKOMYHIKAI[IHTHUX TEXHOJIOTIH, B CKJIali SKOT,
MIPaBOOXOPOHIII PO3MIISIIAIOTH 1 BACOKOTEXHOJIOTIUHE TIAXPANCTBO.

Ha croromnimHii 1eHb TUTaHHAMHU 00pOTHOU i3 [HTEpHET-IaxpalicTBOM B YKpaiHi
3aiiMaeThes YrpaBiiHHsg 00poThOu 3 Kibep3nounaHICTIO MBC YKpainu. Xoda, ciif 3a-
3HAYUTH, 1110 00POTHOA 31 3TOYMHHICTIO Y c(hepi BUCOKOTEXHOJIOTIYHOIO IaxpaicTBa
3NIACHIOETHCS HE JIMIIE UM TAPO3/IJIOM, a i IHIIMMH TiAPO3/AiJIaMHi OpraHiB BHYTPIITHIX
cnpaB YKpaiHu MpH TICHIN B3a€EMOZIT 3 MiAPO3AiIaMH IHIIMX TPAaBOOXOPOHHUX OPTaHiB.

Ha nHamry nymMKy, OCHOBHUMH HamnpsiMKaM# MPOTHAI1 [HTepHeT-maxpaiicTBy, Ha Hall
MOTJISIA, MOXYTh CTaTH:

1) po3poOKka HOBOTO MPOTPAMHOTO OOJIAAHAHHS Ta aHTUBIPYCHUX MPOTpaM;

2) YIOCKOHAJICHHS HOPMATHUBHO-TIPABOBOI Oasm y cdepi O6oporsbu 3 IHTEpHET-
IaxpaicTBOM (PKOJHI TEXHOJIOTIT MpOoTUii 0e3 BiAMOBIAHOT HOPMATHBHO-TIPABOBOI Ta Me-
TOAOJIOTIYHOT MATPUMKHN HE 3MOKYTh TTOI0IaTH KiOEP3TOUHHHICTB).

Tax, B Pociiicekiit ®@enepanii 3 10 rpynns 2012 poky modaB aisiTh HOBUH 3aKOH, 11O
3akpimmoe qudepenuianito cr. 159 KK PO («wmaxpaiictBo»). Binnosigno no denepansb-
Horo 3akoHy Ne 207- @3 Bix 29.11.2012 KK P®6yno nmomoBHeHO HOBUMU cTaTTsAMH 159
31 3Haukamu 1, 2, 3, 4, 5, 6, y Tomy uucii "lllaxpaiicTBO 3 BUKOPUCTAHHSM ILJIATIKHUX
kapt" (ct. 159°) i "IlaxpaiicTBo B chepi komm'toreproi inpopmanii" (ct. 159°). Ipu 1po-
My OCTaHHE TPAaKTYETHCS SIK PO3KpaZaHHS MaiiHa a00 MpUIOaHHS MpaBa Ha yyXKe MailHO
IIUISTIXOM BBOXY, BHIAJCHHS, OJOKyBaHHs, Momudikariii komm'torepHoi iHdopmarii ado
iHIIOro BTpyuYaHHs y (QyHKIIOHYBaHHS 3aco0iB 30epiranus, oOpoOku it nepenaui iHdop-
Martii abo iH(popmManiiHO-TeIeKOMYyHIKAIIHHIX Mepex([9];

3) CTBOpPEHHS CHUCTEMH ayTeHTH]IKalliiiHTepHeT-aApeciB I epeBipKy BiATIOBITHO-
CT1 BBEJICHOT KOPHUCTYBa4eM aJipecH JilICHOMY cepBepy;

4) miABUIIEHHS 3arajJlbHOrO PIBHSA TPAMOTHOCTI IHTEPHET-KOPUCTYBAdiB Ta OLIBII
ITUPOKE TONTUPEHHS iHpopMaIlii mpo Bimomi BUAW IHTepHET-IIaxpaiicTBa KOPHUCTyBadaM
InTepHery;

5) mpoBeneHHs Pi3HOTO POy HAYKOBO-NMPAKTHUYHHUX KOH(EpEeHIlild, ceMiHapiB, KpyT-
JIUX CTOJIIB 3a YUACTIO TEOPETUKIB Ta MPAKTHUHUX TPAIliBHUKIB.

Tak, HampuKiaa, MPOTATOM OCTaHHIX TPHOX POKIB B MOCKBI 0yJI0 MpOBEACHO BKE 3
MDKHapoAHUX KoH(epeHuii Ha Temy «bopbr0ba ¢ MOIIEHHHYECTBOM B chepe BUCOKUX TeX-
Hojoruil. [lpodunaxruka u nporuBoaeiicTeuey». Hactynna koHdepeHuis 3anjaHoBaHa Ha
mucronazg 2013 poky, koiu npoiiae 4-ta Mi>kHapoHa KoH(pepeHis mo 60poTs0i i3 max-
paiictBoM y ctepi Bucokux TexHomnorii «Antifraud Russia — 2013». 3a poku cBoro icHy-
BaHHS KOH(EPEHIIisl 3apeKOMEH/TyBajia ce0e SIK YHIKalIbHUHN mpodeciiiHuii MaiTaHIuK JIst
00TrOBOpPEHHSI BCHOTO KOMIUIEKCY MUTaHb MPOQITaKTHKH, 3ar100iraHHs W pO3CIiTyBaHHS
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HraxpaicTsa 3 BUKOPUCTAHHSIM KOMITIOTEPHUX TEXHOJIOTiH, IOPUIMYHHUX aCIeKTiB 00po-
THOU 3 KiOep310YMHAMU, IPUTATHEHHS 3JIOBMUCHUKIB 10 BiJnoBiganbHOCTI [10]);

6) ctBopeHHs B YKpaini ba3u mannuxinrepHer-iHImaeHTiB Ta LlenTpy ckapr [HTep-
HeT-3m0unHHOCTI 3a aHanoriero i3 IC3 (Internet CrimeComplaintCenter - CIIIA) ta RU
CERT (LlenTp pearyBanHs1 Ha KOMIT 10TepHi iHnuaeHTH Pociiicbkoi ®enepanii) Ta iH.
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B craTtbe paccmMaTpHBaeTCsi COBPEMEHHOE COCTOSIHHE M KPUMHHAIUCTHYECKHE acIeKThl MPOTHBOJEHCT-
BUSIMHTEPHET-MOIICHHUYECTBY. VICCIeayroTCsl CTaTUCTHUSCKUE JAHHHBIE OTHOCHUTENIBHO TAKHUX INPECTYIHBIX
NPOSIBIEHUH B MHpE, YKa3bIBAIOTCACIOCOOBI HMHTEPHET-MOIIEHHUYECTBA, €r0 XapaKTepHble OCOOEHHOCTH,
OTMEYAIOTCs CIICIMAIBbHBIE OpPraHU3aliH, KOTOPbIe 3aHUMAIOTCS PA3HBIMH ACIIEKTAMH IPOTHBOACHCTBUSMH-
TEPHET-MOILICHHUYECTBY, B TOM YMCIIC U PErHCTPALMEH Kano0 Ha MPECTYIHbIC JACHCTBUS MHTEPHET Halpas-
JICHHOCTH B Pa3HBIX TOCYJapcTBaX MHpPA, PACKPHIBAIOTCS OCHOBHBIC HAIPABICHHS MPOTHBOJICHCTBHS ITOMY
NPECTYTHOMY JEHCTBHUIO.

Kniouesvie cnosa: MHTEPHET-MOIICHHUIECTBO, TIPECTYIIEHHE, CIIOCOOBI, MPOTUBOICHCTBHE, HH(OPMA-
IIMOHHAst 0€30MaCHOCTB, c(hepa BHICOKUX TEXHOJIOTUH.

Sabadash, V.Internet fraud: realities of the present and criminalistic aspects of counteraction / V.
Sabadash // Scientific Notes of Tavrida National V. I. Vernadsky University. — Series : Juridical sciences. —
2013. - Vol. 26 (65). Ne 1. — P. 278-283.

In article the current state and criminalistic aspects of counteraction to Internet fraud is considered. Sta-
tistical data concerning such criminal manifestations in the world are investigated, ways of Internet fraud, its
characteristics are specified, the special organizations which are engaged in fifferent aspects of counteraction
to Internet fraud including registration of complaints to criminal acts the orientation Internet in the different
states of the world, the main directions of counteraction to this criminal act reveal are noted.

Keywords:Internet fraud, crime, ways, counteraction, information security, sphere of high technologies.
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